(19) 



J) 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



(11) 



EP1 168 730 A2 



(12) 



EUROPEAN PATENT APPLICATION 



(43) 


Date of publication: 


(51) int CI 7: H04L 12/56 




02.01.2002 Bulletin 2002/01 




(21) 


Application number: 01660101.5 




(22) 


Date of Tiling: zz.uo.zuui 




(84) 


Designated Contracting States: 


(72) Inventors: 


AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 


• Immonen, Jukka 




MC NLPTSETR 


Burlington, MA 01803 (US) 




Designated Extension States: 


• Seppala, Jukka 




AL LT LV MK RO SI 


33960 Tampere (Fl) 






• Ala-Laurlla, Juha 


(30) 


Priority: 31.05.2000 US 563281 


33210 Tampere (Fl) 


(71) 


Applicant: Nokia Inc. 


(74) Representative: Johansson, Folke Anders et al 


Irving, TX 75039 (US) 


Nokia Corporation P.O. Box 206 




00045 Nokia Group (Fl) 



(54) Method, apparatus and computer program for IP traffic prioritization in IP Networks 



(57) A method, apparatus and computer program 
for applying a predetermined transmission process to 
the transmission of IP packets of a particular Internet 
Protocol (IP) flow in an IP network. The invention is im- 
plemented by defining In a host, such as a wireless ter- 
minal, a Quality of Service (QoS) management protocol 
between an I P session management protocol of the host 
and each of an IP layer and a link layer of the host, and 
defining in another apparatus, such as a wireless ac- 
cess point, a QoS management protocol between the 
QoS management protocol of the host and each of an 
IP layer and a link layer of the wireless access point. 



The wireless access point communicates with the wire- 
less terminal via a link and allows the wireless terminal 
to communicate with the IP network. IP session infor- 
mation Is configured In the wireless terminal and the 
wireless access point in each of the IP and link layers 
based on IP session management information from the 
IP session management protocol of the wireless termi- 
nal. Based on the defined configuration, an IP flow be- 
tween the wireless terminal and the wireless access 
point Is Identified as a particular IP flow. Thereafter, a 
predetermined transmission process can be applied to 
the transmission of IP packets of the identified IP flow. 
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Description 

BACKGROUND OF THE INVENTION 

[0001 ] The present invention relates to a method, ap- 
paratus and computer program for applying a predeter- 
mined transmission process to the transmission ot In- 
ternet Protocol (IP) packets of a particular IP flow In an 
IP network. 

[0002] The success of internet Protocol (IP) based 
networks has created a need for major enhancements 
In the original best-effort IP service model. In addition to 
the traditional, best-effort applications (email, ftp, etc.) 
the trend in IP based networks is towards more sophis- 
ticated multimedia applications and protocols, including 
real-time audio and video. In fact, real-time IP applica- 
tions and protocols already exist, although the current 
IPstandards are not suitable for effectively carrying real- 
time traffic. To better suit IP based networks for real-time 
traffic, IP standards are being enhanced with new Qual- 
ity of Service (QoS) mechanisms. Therefore, it is quite 
safe to assume that in the near future IP networks will 
be able to carry different types of traffic over a single 
packet switched network Infrastructure. It can also be 
assumed that the changes in the IP service model will 
be reflected in wireless networks, thereby creating a 
need for development of wireless networks capable of 
reliably carrying different types of IP applications over 
the shared radio links. 

[0003] A conventional IP network 120, as Illustrated 
in Fig. 5, having an IP layer 1201 and a physical layer 
1202, interconnects a plurality of hosts 100. Fig. 5 illus- 
trates a representative portion of each host 1 00. The de- 
tails of each host 100 are illustrated In Fig. 3. As per Fig. 
3 each host 100 includes a RTP layer 1001 , an IP ses- 
sion management protocol layer 1002, a UDP layer 
1003, a TCP layer 1004, and an IP layer 1005. 
[0004] As per Fig. 3, if the host 1 00 Is a wireless ter- 
minal, then a radio link layer 1011 is provided. Also, as 
illustrated in Fig. 5, each host 100 can, for example, in- 
clude a physical layer 1 012 which interconnects the host 
100 to the IP network 120, via Its physical layer 1202. 
Further, as illustrated In Fig. 3, each host 100 has, for 
example, Multimedia applications 1006 connected to 
the RTP layer 1001 and the IP session management 
protocol layer 1 002 via data interface 1 007 and a control 
interface 1 008 respectively. Also each host 100 has, for 
example, legacy applications 1 009 connected to the 
TCP layer via a data interface 1010. 
[0005] Each host 100 can be any one of a terminal 
whether wireless or otherwise, a server or any other 
such apparatus connected to the IP network 120. If the 
host 1 00 is a wireless terminal, then a wireless access 
point Is necessary to allow the wireless terminal to com- 
municate with the IP network 1 20, or any apparatus that 
operates within IP network 120. 
[0006] As shown In Fig. 5, IP session management 
protocols are conducted according to protocols such as 



H.323, SIP, etc. between hosts so as to setup and re- 
lease sessions. There is no distinction made between 
packets that may contain real-time data, or packets that 
may contain non-real-time data. In the current appara- 

5 tus, all packets receive best efforts service. 

[0007] The IP session management protocols cur- 
rently in use do not depend in any way on the emerging 
IP-level QoS mechanism. In the currently used IP ses- 
sion management protocols there Is no guarantee of 

10 available bandwidth or delay experienced by the IP 
packets. The ideal situation would be to Inform the IP 
and/or link layer QoS mechanisms of the application lev- 
el IP session in order to provide different priorities for 
different types of IP sessions. Such a mechanism Is par- 
ts ticuiariy important when real-time IP sessions are to be 
conducted over wireless networks, specifically shared 
radio links having limited bandwidth. 
[0008] The problem In transmitting real-time IP traffic 
over a wireless IP access network Is, basically, how to 

20 identify and prioritize the IP packets of real-time IP ses- 
sions at the IP and radio link layers. In a traditional best- 
efforts IP packet routing model, all IP packets receive 
the same treatment despite the type of data the packets 
are carrying. Thus, the quality of service depends dlrect- 

25 iy on the amount of traffic going through the network. 
Therefore, when network congestion occurs the quality 
of service is inevitably poor. To Improve the quality of 
service and to minimize the delay experienced by the IP 
packets carrying real-time data, some mechanisms for 

30 ip packet prioritization are needed. 

[0009] Since IP is a connectionless network technol- 
ogy, no natural relation between the application level IP 
sessions and the IP layer routing exists. Thus, there In 
no standard way to separate IP packets belonging to 

35 different IP sessions. Therefore, a mechanism Is need- 
ed to map the application level IP session management 
information to QoS capable IP and radio layers. 
[0010] Fig. 6 illustrates a conventional method of 
mapping IP QoS control Information onto wireless IP 

*o transport layers. As shown in Fig. 6, IP applications 200 
cause IP communications to be conducted over the IP 
network between hosts. Particularly, IP communication 
of IP packets from the IP applications 200 a re con ducted 
through IP layer 1003. Further, wireless IP communica- 

45 tions of IP packets from the I P applications 200 are con- 
ducted through the IP layer 1003 and radio link layer 
2001. If the IP communications is control IP packets 
then such IP communications are conducted through IP 
session management protocol 1001, wherein control 

50 QoS information is transferred between the IP session 
management protocols 1 001 of each of the hosts. In the 
conventional method of mapping I P QoS Information on- 
to wireless IP transport layers there is no standard way 
to Identify IP packets belonging to different types of IP 

55 flows. Thus, it is difficult to obtain or set QoS information 
with respect to different types of IP sessions particularly, 
wireless IP sessions. 

[0011] The identification of different types cf IP flows, 
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particularly real-time IP flows, Is Important in wireless IP 
networks, where limited resources and terminal mobility 
require effective management of the radio resources. 
Moreover, there can be several IP session management 
protocols (H.323, SIP, etc.), which need to be supported 
In wireless IP networks. It Is very difficult to provide a 
system which offers a QoS interface capable of accom- 
modating all possible IP session management proto- 
cols. Various alternative mechanisms have been pro- 
posed for identifying different types of IP flows and ac- 
commodating different IP session management proto- 
cols. However, these alternative mechanisms suffer 
from various disadvantages. 

[0012] A first alternative mechanism has been pro- 
posed for detecting I P flows by monitoring the I P packet 
traffic and by applying certain rules to decide that IP 
packets containing certain header Information create an 
IP flow. The detected IP flows can be given priority over 
best-effort IP traffic. The problem in this alternative is 
how to decide on the appropriate QoS for the detected 
IP flow since no application level signaling information 
can be used for the decision, 
[0013] A second alternative mechanism has been 
proposed for use In third generation (3G) cellular net- 
works where the terminals use Generic Packet Radio 
System (GP RS) signaling to create PDP contexts to car- 
ry IP data. This alternative can be unnecessarily com- 
plex for simpler network architectures, such as wireless 
Local Area Networks (LANs). It is also unclear how well 
the GPRS protocols are suited for real-time QoS provi- 
sioning, since GPRS was originally designed for tradi- 
tional best-effort IP traffic. 

[0014] A third alternative mechanism relies on Re- 
source Reservation Protocol (RSVP) signaling that is 
used for reserving required resources from the IP net- 
work. In orderto Implement this alternative, mapping be- 
tween the IP session management protocol and the 
RSVP protocols must be available. This alternative 
lacks mobility support and probably would require that 
some modifications be made to the RSVP protocol if ap- 
plied In wireless IP networks. 
[0015] A fourth alternative mechanism Is disclosed In 
U.S. Patent No. 5,912,885 which describes a QoS ar- 
chitecture for wireless Asynchronous Transfer Mode 
(ATM) networks. In this alternative the concept of an 
ATM virtual connection is extended over the radio inter- 
face. However, although this alternative does support 
per-user session QoS, It does not address the situation 
of extending the QoS model so as to be applicable to 
networks that do not inherently support QoS. 
[0016] To overcome the above-described disadvan- 
tages, a specific QoS interface and QoS management 
control protocol to identify particular IP flows to which 
predetermined transmission processes are to be ap- 
plied applicable to all networks is needed. 



SUMMARY OF THE INVENTION 

[0017] The present invention provides an QoS inter- 
working mechanism for mapping IP session manage- 

5 ment flow information to underlying IP and link layers of 
hosts or other such apparatus in an IP network. It should 
be noted that the present invention is particularly useful 
In wireless IP networks, wherein the hosts are wireless 
terminal which communicate with the IP network via oth- 

10 er apparatus such as wireless access points over a radio 
link. However, the present invention can also be applied 
to other types of networks. One of the features of the 
present invention is that after the IP session manage- 
ment Information is given to the IP and link layers it is 

15 possible to identify particular IP flows (e.g., real-time IP 
flows) and apply a predetermined transmission process 
to the transmission of the IP packets of the particular IP 
flows over the IP and link layers. The link layer could, 
for example, be a radio-link layer. The above feature of 

20 the present invention is achieved by defining a generic 
QoS interface below the IP session management proto- 
cols, that together with a QoS management protocol 
manage the IP network resources. 
[0018] Therefor according to the above, the present 

25 invention provides a method, apparatus and computer 
program for applying a predetermined transmission 
process to the transmission of IP packets of a particular 
IP flow in an IP network, wherein the IP network is con- 
nectable to a wireless terminal acting as a host via a 

50 radio link and a wireless access point. The present In- 
vention is implemented by defining a QoS management 
protocol in the wireless terminal between an IP session 
management protocol and each of IP and link layers of 
the wireless terminal. Further, the present Invention is 

35 implemented by defining a QoS management protocol 
Hn the wireless access point between the QoS manage- 
ment protocol of the wireless terminal and each of IP 
and link layers of the wireless access point. IP session 
information is configured in each of the IP and link layers 

*o based on IP session management information from the 
IP session management protocol of the wireless termi- 
nal. As a result of such configuration an IP flow between 
the wireless terminal and the wireless access point is 
identified as a particular IP flow. Thereafter, a predeter- 

<5 mined transmission process can be applied to the trans- 
mission of IP packets of the particular IP flow. 

BRIEF DESCRIPTION OF THE DRAWINGS 

so [0019] The scope of the present invention will be ap- 
parent from the following detailed description, when tak- 
en in conjunction with the accompanying drawings, and 
such detailed description and specific examples, while 
Indicating example embodiments of the Invention, are 

55 given by way of illustration only, since various changes 
and modifications within the scope of the claims will be- 
come apparent to those skilled in the art from this de- 
tailed description in which: 
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Fig 1 Is a schematic diagram Illustrating the QoS 
interworking mechanism of the present Invention; 
Fig. 2 is a schematic diagram illustrating the steps 
performed by the QoS interworking mechanism of 
the present invention; 5 
Fig. 3 Is a schematic diagram Illustrating the archi- 
tecture of a host acting as a wireless terminal ac- 
cording to the present invention; 
Fig. 4 is a schematic diagram illustrating the steps 
performed by the QoS interworking mechanism dur- 
ing mobility of a wireless terminal according to the 
present Invention; 

Fig. 5 is a schematic diagram illustrating a conven- 
tional IP network model; 

Fig. 6 is a schematic diagram illustrating a conven- 
tional mapping of IP QoS control information onto 
wireless IP transport layers; 
Fig. 7 Is a schematic diagram Illustrating the func- 
tions performed by the IP and link layers with re- 
spect to the QoS management protocol; and 
Fig. 8 is a schematic diagram Illustrating the archi- 
tecture of a wireless terminal according to another 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0020] The features of the present invention will be 
described with respect to Figs. 1 f 2, 4, 7 and 8. The 
present invention provides a QoS interworking mecha- 
nism for mapping IP session management information 
to underlying IP and link layers of a host or other such 
apparatus In an IP network. Although the present Inven- 
tion is particularly useful in wireless IP networks It can 
also be applied to othertypes of networks. I n this regard, 
the features of the present invention are illustrated here- 
in as being applied to a wireless IP network having a 
host acting as a wireless terminal and apparatus acting 
as a wireless access point which is connected to the IP 
network. The wireless access point communicates with 
the wireless terminal via a radio link and allows the wire- 
less terminal to communicate with the IP network. How- 
ever, the figures are for Illustration purposes and are not 
intended to limit the scope or the application of the 
present invention. 

[0021] The basic intent of the present invention is to 
be able to identify particular IP flows and apply a prede- 
termined transmission process to the transmission of 
packets of the Identified IP flow. The present Invention 
can be implemented by a method, apparatus or compu- 
ter program. With respect to the computer program, pro- 
gram code or program code sections each Including in- 
structions, can be stored on a storage medium in each 
host or other such apparatus which is described below. 
The computer program can, for example, be stored In 
memory and the instructions of the computer program 
are retrieved from memory and executed by a processor 
(computer), thereby causing the host or other such ap- 
paratus to perform the various functions described be- 



low. 

[0022] In the present invention, a QoS management 
protocol is defined in a wireless terminal acting as a host 
between an IP session management protocol and each 
of IP and link layers of the wireless terminal. Further, In 
the present invention, a QoS management protocol is 
defined in a wireless access point acting as such other 
apparatus between the QoS management protocol of 
the wireless terminal and each of IP and link layers of 
the wireless access point Thereafter, IP session Infor- 
mation is configured with respect to each of the I P and 
link layers based upon the IP session management In- 
formation from the IP session management protocol so 
as to identify an IP flow between the wireless terminal 
and wireless access point as a particular IP flow. Once 
the IPflowhas been identified the predetermined trans- 
mission process can be applied to the transmission of 
IP packets of the Identified IP flow. 
[0023] It should be noted that the QoS management 
protocol is performed for uplink IP packets (IP packets 
transmitted from the wireless terminal to wireless ac- 
cess point) by the wireless terminal and for downlink IP 
packets (IP packets transmitted from the wireless ac- 
cess point to the wireless terminal) by the wireless ac- 
cess point. The wireless terminal initiates session res- 
ervations/modifications and the wireless access point Is 
responsible for managing radio resources. Although, 
details of the features of the present invention as de- 
scribed herein are illustrated in Figs. 1 , 2, 4, 7 and 8 with 
respect to a wireless IP network, the present Invention 
is not limited to such an embodiment. 
[0024] As illustrated in Fig. 1 , the host can, for exam- 
ple, be a wireless terminal 300 and the other apparatus 
can, for example, be a wireless access point 400 which 
is connected to an IP network (not shown). The other 
apparatus could also, for example, be another host. 
However, it should be noted that if the other apparatus 
is another host, then such host would not need to use 
IP session management protocol and a QoS control In- 
terface when communicating with a first host that sets 
up the session. The details of the QoS control Interface 
Is described below. 

[0025] The features of the present invention are de- 
scribed below with respect to the wireless terminal 300. 
The features of the wireless terminal 300 can also be 
found in the wireless access point 400, with the excep- 
tion of the IP session management protocol layer and a 
QoS Interface, which Is disposed between the IP ses- 
sion management protocol layer and a wireless QoS 
management protocol layer. 

[0026] The wireless terminal 300 Includes a QoS con- 
trol interface 3001 which serves as an interface between 
QoS intelligence implemented by wireless QoS man- 
agement protocol 3002 and IP session management 
protocol 3005. The QoS control interface 3001 makes it 
easy to manage and implement the QoS intelligence 
since the details and specific IP session management 
protocols can be hidden from various applications. 
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[0027] The wireless terminal 300 and the wireless ac- 
cess point 400 each includes a wireless QoS manage- 
ment protocol (WQMP) 3002 which maps the applica- 
tion level IP session management information to an IP 
layer 3003 and a radio link layer 3004. Each of the wire- 5 
less terminal 300 and wireless access point 400 in- 
cludes an IP layer 3003 and a radio link layer 3004. The 
IP layer 3003 performs IP packet forwarding with re- 
spect to IP packets, and the radio link layer 3004 per- 
forms wireless communications between the wireless 
terminal 300 and the wireless access point 400. Thus, 
according to the present Invention, the WQMP 3002-1 
in the wireless terminal 300 configures uplink session 
Information and the WQMP 3002-2 of the wireless ac- 
cess point 400 configures downlink session information. 
[0028] The WQMP 3002 knows which IP session re- 
quires non-default packet handling. As Illustrated In Fig. 
7, the WQMP 3002 provides a QoSfunction 700 In each 
of the IP layer 3003 and the link layer 3004. The QoS 
function 700 interfaces the WQMP 3002 functions to the 
functions performed in each of the IP layer 3003 and 
radio link layer. 

[0029] The present invention as illustrated in Fig. 7 
provides an IP packet classification function 701 In the 
IP layer 3003 that in combination with a packet filtering 
table 702 Identifies particular types of IP flows to which 
a predetermined transmission process is to be applied. 
The packet filtering table 702 stores, In corresponding 
relation to packet filtering Information which identifies a 
particular IP session, QoS class information that desig- 
nates a predetermined transmission process (Quality of 
Service) to be applied to IP packets corresponding to 
the packet filtering information. The packet filtering table 
contains IP packet filtering Information and correspond- 
ing QoS class Information for all reserved IP sessions. 
[0030] The IP packet classification function 701 oper- 
ating in the IP layer 3003 identifies IP packets of a par- 
ticular IP session by marking selected IP packets as, for 
example, either a realtime packet 704 or a non realtime 
packet 705. The marking, indicating whether the IP 
packet is a realtime packet or a non -realtime packet, is 
inserted into each packet depending on whether IP 
header information of the packet corresponds to packet 
filtering information contained in the packet filtering ta- 
ble indicating the packet as being a part of a reserved 
IP session. In other words, an IP flow to which a prede- 
termined transmission process Is to be applied. IP Iden- 
tification Is performed based on certain IP/UDP/TCP 
headers fields that uniquely identify certain IP applica- 
tions. 

[0031] It should be noted that the IP packet classifi- 
cation function 701 allowsforthe implementation of stat- 
ic rules for I P packet filtering. Thus, for example, filtering 
can be done with respect to IP packets containing real- 
time data. The packet filtering rules are either derived 
dynamically from the WQMP 3002 or set statically. 
[0032] The radio link layer 3004 includes an IP packet 
scheduling function 703 which is responsible for sched- 



uling IP packets according to the markings made by the 
IP layer 3003. The scheduling mechanism of the IP 
packet scheduling function 703 depends on the radio 
access technique. For example, radio link traffic priori- 
tization can be based on the IEEE 802.11 point coordi- 
nation function (PCF) protocol. Thus, for example, the 
IP packet scheduling function 703 can send realtime 
packets first so as to minimize delay for realtime pack- 
ets. 

[0033] The WQMP 3002-1 In the wireless terminal 
300 through use of the QoS control interface 3001 maps 
IP session management Information from the IP session 
management protocol 3005 (e.g., session setup, re- 
lease) to the I P and the radio link layers 3003 and 3004. 
After this mapping the IP layer 3003 Is able to detect the 
IP packets of particular IP flows which are to receive 
higher priority (a predetermined transmission process) 
based on the packet filtering Information and the radio 
link layer 3004 provides such IP packets with a different 
service (scheduling) over the wireless link according to 
the QoS class information. For example, the scheduling 
of the detected IP packets of the particular IP flow can 
be set for transmission first without delay. 
[0034] The IP session management protocol 3005 In 
the wireless terminal 300 includes standard protocols 
such H.323, SIP, etc. The IP session management pro- 
tocol 3005 is located on top of the QoS control interface 
3001. The WQMP 3002 takes care of allocation and 
management of the radio resources and controls the IP 
and radio link layers 3003, 3004 by adding and removing 
the IP flow information when the flows are created and 
released. One of the basic requirements of the Invention 
is that the IP and radio link layers 3003 and 3004 are 
able to provide different priority levels for different types 
of IP sessions (real-time vs. best effort). Thus, some IP 
packet classification mechanism is needed atthe IP lay- 
er 3003. Also some radio link layer prioritization and 
scheduling mechanism is required atthe radio link layer 
3004 for uplink QoS since IP layer mechanisms can only 
control IP sessions Inside one terminal. A mechanism 
for controlling several terminals accessing one wireless 
access point 400 is located Inside the radio link layer 
3004 of the wireless access point 400. 
[0035] Fig. 2 illustrates the interaction between the 
functional entities of the present invention during an IP 
session setup. It should be noted that each of the steps 
described below could, for example, correspond to an 
Instruction, code or code sections of a computer pro- 
gram that when executed causes a computer to perform 
functions indicated by the steps illustrated in Fig. 2. 
[0036] In the wireless terminal 300, when the IP ses- 
sion management protocol 3005 receives a setup re- 
quest from the wireless access point 400 (step 1), the 
wireless terminal 300 requests the WQMP 3002-1 to 
check the availability of the radio resources using the 
functions of the QoS control interface 3001 (step 2). The 
WQMP 3002-1 forwards the resource reservation re- 
quest to the WQMP 3002-2 of the wireless access point 



15 



20 



25 



30 



35 



40 



45 



50 



5 



9 



EP 1 168 730 A2 



10 



400 which controls the resources of one wireless access 
point 400 (step 3). If the wireless access point 400, 
through processings performed by the WQMP 3002-2, 
accepts the resource reservation request, and the ses- 
sion contains downlink data, the WQMP 3002-2 Informs 
the IP layer 3003-2 of the wireless access point 400 of 
the new accepted IP session by configuring IP flow iden- 
tification information in the IP layer 3003-2 (step 4). The 
WQMP 3002-2 also informs the radio link layer 3004-2 
of the new IP session with mechanisms appropriate to 
the radio interface technique used (step 5). 
[0037J The result of the resource reservation Is re- 
turned by the WQMP 3002-2 of the wireless access 
point 400 to the WQMP 3002-1 of the wireless terminal 
300 (step 6). In case of a successful reservation, and 
the session contains uplink data, the WQMP 3002-1 of 
the wireless terminal 300 Informs the IP layer 3003-1 of 
the new IP session (step 7). Depending on the radio 
technique in use the WQMP 3002-1 of the wireless ter- 
minal 300 may need to inform the radio link layer 3004-1 
of the new IP session (step 8). Finally, the WQMP 
3002-1 informs the IP session management protocol 
3005 of the completion of the resource reservation re- 
quest via the QoS control Interface 3001 (step 9). Ac- 
cordingly, the wireless terminal 300 acknowledges the 
resource reservation request and the IP session man- 
agement protocol 3005 can proceed with the session 
setup. 

[0038] After a successful setup, the IP and radio link 
layers 3003 and 3004 both at the wireless terminal 300 
and the wireless access point 400 can identify and pri- 
oritize the IP packets belonging to the reserved IP flow. 
The IP level flow identification is performed according 
to the IP packet classification function 701 of the IP layer 
3003, including aset of IP/UDP/TCP header Information 
fields. 

[0039] One of the advantages of the present invention 
is that the QoS control interface 3001 separates the de- 
tails of IP session management protocols and the wire- 
less QoS management protocol from each other. No 
changes need to be made in the wireless specific func- 
tions even when a new IP session management protocol 
is introduced. A major advantage is that the proposed 
QoS interworking mechanism of the present invention 
does not require any modifications in existing IP appli- 
cations. They can still use the existing interfaces, includ- 
ing the interface towards the IP session management 
protocols. 

[0040] As per the above, a core feature of the present 
invention is the WQMP 3002. The WQMP 3002 has con- 
trol Interfaces to all of the other elements of the present 
invention. WQMP 3002 maps the information from IP 
session management protocol control procedures (ses- 
sion setup/release) to IP and radio link layers with re- 
spect to specific QoS information. After this mapping, 
the IP and radio link layers are able to identify higher 
priority IP packets and give them better QoS over the 
wireless link. 



[0041] As Illustrated In Fig. 8, another embodiment of 
the present invention is where IP session management 
protocols and the QoS control interface 3001 are Inte- 
grated to form an integrated control unit (API) 500 which 

5 performs control functions relative to different applica- 
tions. The API 500 makes it easy to manage and imple- 
ment the QoS intelligence in wireless IP terminals since 
the details of the QoS management functions and spe- 
cific IP session management protocols can be hidden 

10 from the applications. This approach makes all otherter- 
minal QoS functions needless since the QoS is auto- 
matically controlled through the API 500. 
[0042] The QoS interworking mechanism of the 
present invention has built-in support for wireless termi- 

15 nal mobility. The WQMP 3002 automatically maintains 
the resource reservations and flow states when the wire- 
less terminal moves between wireless access points 
(APs). As illustrated In Fig. 4 the Idea Is to move the flow 
reservations from the old AP 400-1 to the new AP 400-2 

20 so that the communicating end-points, namely the wire- 
less terminal 300, do not notice any change In the serv- 
ice quality previously provided by the old AP 400-1 . As 
illustrated in Fig. 4, both the old AP 400-1 and the new 
AP 400-2 are connected to a packet switched network 

25 401 , such as the Internet, through an IP router 402. A 
wireless terminal 300 communicating with the old AP 
400-1 continues its communication via the new AP 
400-2 when the wireless terminal 300 moves from a first 
location serviced by the old AP 400-1 to a new location 

30 serviced by the new AP 400-2. Both the wireless termi- 
nal 300 and the new AP 400-2 continue to schedule the 
IP packets according to the original QoS requirements, 
assuming that the new AP 400-2 has the required radio 
resources. In case the new AP 4O0-2 does not have the 

35 required radio resources, some IP sessions have to be 
released during the handover. 
[0043] The present invention supports two different 
handover mechanisms: (1) QoS manager controlled, 
and (2) mobility management controlled. The difference 

40 between these two mechanisms Is how the existing IP 
sessions are reserved in the new AP 400-2 during/after 
the handover. 

[0044] In the QoS manager controlled case, the wire- 
less terminal 300 has to first re-associate itself with the 

45 new AP 400-2, after which the WQMP 3002 of the wire- 
less terminal 300-1 tries to reserve the resources for the 
existing flows. The handover is thus always a forward 
type of handover. A forward type of handover means 
that the wireless terminal 300 first connects to the new 

so AP 400-2, and thereafter reserves the required radio re- 
source. A backward type of h andover, on the other hand, 
means that the existing connections are reserved In the 
new AP 400-2 before the link to the old AP 400-1 is re- 
leased. 

55 [0045] In the mobility management controlled case, a 
mobility management function is provided in each of the 
old AP 400-1 and the new AP 400-2. The mobility man- 
agement function exchanges IP flow information and, 
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by interfacing to the QoS manager, tries to re-establish 
the same IP flows In the new AP 400-2. In the case of 
mobility management controlled handover, backward 
handover is also possible. 

[0046] The QoS Interworking mechanism of the 
present Invention contains an admission control algo- 
rithm. The admission control algorithm according to the 
present invention decides whether session setup re- 
quests are accepted, while a radio resource manage- 
ment function controls the usage of radio resources in 
a wireless access point. 

[0047] As per the above, the admission control algo- 
rithm is responsible for deciding whether a new session 
request can be accepted. The admission control algo- 
rithm can be freely chosen by the network operator. The 
decision performed by the admission control algorithm 
could, for example, be based purely on available radio 
resources. In other words, the admission control algo- 
rithm could include checks to determine whether the 
wireless access point has enough resources to conduct 
the requested new IP session. Alternatively, the deci- 
sion performed by the admission control algorithm 
could, for example, be based on some type of policy de- 
fined In the profile of each user of the IP network. The 
policy could, for example, define different criteria con- 
tained in a particular user profile upon which the deci- 
sion is to be made. For example, priority could be given 
to communications being conducted by business users 
who pay more for service relative to residential users. 
[0048] The present Invention merely defines a generic 
frame work for the implementation of different types of 
admission control algorithms. The actual admission 
control algorithm to be used In the present Invention is 
an operator dependent issue. Therefore, the QoS inter- 
working mechanism of the present Invention provides a 
placeholder for different Implementations. 
[0049] The WQMP 3002-2 of a wireless access point 
400 is responsible for controlling usage of radio resourc- 
es. Each time a wireless terminal 300 requests a new 
session to be set up, the WQMP 3002-2 of the wireless 
access point 400 checks If the radio resources currently 
available are sufficient for the requested session. If the 
radio resources are sufficient to accommodate the re- 
quest, then the WQMP 3002-2 reserves resources ap- 
propriate for the request. If the radio resources are not 
sufficient to accommodate the request, the WQMP 
3002-2 will deny the request in order to protect the qual- 
ity of the already accepted (existing) sessions. 
[0050] Therefore, according to the above, the present 
invention provides a QoS interworking mechanism for 
prioritizing IP flows such as real-time IP flows, In wire- 
less IP networks. The QoS Interworking mechanism of 
the present invention operates between the IP session 
management protocol and the IP and radio link layers 
of a host. Using the information provided by the IP ses- 
sion management protocol, the QoS interworking mech- 
anism of the present invention dynamically configures 
the IP session information in the IP and radio link layers 



of a host. If the host Is a wireless terminal, the QoS In- 
ternetworking mechanism also configures the IP ses- 
sion information in the IP and radio link layers of the 
wireless access point. After that, the IP packets belong- 
5 lng to the I P session can be identified in a wireless ter- 
minal and the wireless access point. A predetermined 
transmission process can then be applied to the identi- 
fied IP packets. The predetermined transmission proc- 
ess could, for example, provided priority to the identified 
*o IP packets over best-efforts data to meet the strict delay 
requirements of real-time applications. 
[0051] The QoS Interworking mechanism of the 
present invention can be applied in different types of 
wireless IP networks (wireless LANs or cellular IP net- 
is works) or for that matter any type of IP network, where 
IP session management protocols are used for control- 
ling multimedia applications. By defining a QoS control 
Interface according to the present Invention the IP ap- 
plications, such as real-time IP applications, can be 
20 identified and given a higher priority in wireless specific 
network elements. The IP and radio link layers have to 
contain some QoS mechanisms for prioritizing the IP 
flows. The present invention does not rely on any spe- 
cific IP or radio QoS mechanism but rather Identifies a 
25 generic way to map the IP session management (QoS) 
information to the IP and radio layers. 
[0052] While the present Invention has been de- 
scribed In detail and plctorially in the accompanying 
drawings it is not limited to such details since many 
so changes and modifications recognizable to those of or- 
dinary skill in the art may be made to the invention with- 
out departing from the scope of the claims. 



35 claims 

1 . A method of applying a predetermined transmission 
process to transmission of Internet Protocol (IP) 
packets of a particular IP flow in an IP network, com- 

40 prising: 

defining In a host a Quality of Service (QoS) 
management protocol between an IP session 
management protocol of said host and each of 

43 an IP layer and a link layer of said host; 

configuring in each of said IP and link layers of 
said host and in each of IP and link layers of 
another apparatus IP session Information 
based on IP session management information 

so from said IP session management protocol, 

thereby identifying an iPflowbetweensaid host 
and said another apparatus as being a particu- 
lar IP flow; and 

applying the predetermined transmission proc- 
55 ess to transmission of IP packets of the partic- 

ular IP flow. 

2. A method according to claim 1 , further comprising: 



7 



13 



EP 1 168 730 A2 



14 



defining In said another apparatus a QoS 
management protocol between said QoS manage- 
ment protocol of said host and each of said IP layer 
and said link layer of said another apparatus. 

3. A method according to claim 2, wherein said host 
is a wireless terminal and said another apparatus is 
a wireless access point. 

4. A method according to claim 1 , wherein said IP lay- 
er of said host Includes an IP packet classification 
function which fitters IP packets so as to Identify IP 
packets of a particular IP flow to which the prede- 
termined transmission process is to be applied, and 

wherein said link layer of the host includes an 
IP packet scheduling function for scheduling trans- 
mission of the identified I P packets according to the 
predetermined transmission process, 

5. A method according to claim 2, wherein said IP lay- 
er of said host includes an IP packet classification 
function which filters IP packets so as to identify IP 
packets of a particular IP flow to which the prede- 
termined transmission process Is to be applied, and 

wherein said link layer includes an IP packet 
scheduling function for scheduling transmission of 
the Identified IP packets according to the predeter- 
mined transmission process. 

6. A method according to claim 3, wherein said IP lay- 
er of said host includes an IP packet classification 
function which filters IP packets so as to identify IP 
packets of a particular IP flow to which the prede- 
termined transmission process is to be applied, and 

wherein said link layer includes an IP packet 
scheduling function for scheduling transmission of 
the identified IP packets according to the predeter- 
mined transmission process. 

7. A method according to claim 4, wherein said IP 
packet classification function identifies IP packets 
of a particular IP flow to which the predetermined 
transmission process is to be applied by referring 
to IP packet filtering information stored in an IP 
packet filtering table. 

8. A method according to claim 5, wherein said IP 
packet classification function Identifies IP packets 
of a particular IP flow to which the predetermined 
transmission process is to be applied by referring 
to IP packet filtering Information stored In an IP 
packet filtering table. 

9. A method according to claim 6, wherein said IP 
packet classification function identifies IP packets 
of a particular IP flow to which the predetermined 
transmission process Is to be applied by referring 
to IP packet filtering information stored in an IP 



packet filtering table. 

10. A method according to claim 1 , further comprising: 

defining in said host a QoS control interface 
5 between said I P session management protocol and 
said QoS management protocol so as to separate 
their respective functions. 

11 . A method according to claim 2, further comprising: 
10 defining in said host a QoS control Interface 

between said IP session management protocol and 
said QoS management protocol so as to separate 
their respective functions. 

*3 12. A method according to claim 7, wherein said IP 
packet scheduling function schedules transmission 
of the identified IP packets according to QoS class 
information stored In said IP packet filtering table. 

20 13. a method according to claim 8, wherein said IP 
packet scheduling function schedules transmission 
of the identified IP packets according to QoS class 
information stored in said IP packet filtering table. 

25 14. A method according to claim 9, wherein said IP 
packet scheduling function schedules transmission 
of the identified IP packets according to QoS class 
information stored in said IP packet filtering table. 

so 15. A method according to claim 1 , wherein said QoS 
management protocol and said IP session manage- 
ment protocol of said host are integrated into an in- 
tegrated control unit specific to a particular applica- 
tion to be executed in said host. 

35 

16. A method according to claim 1 , wherein said QoS 
management protocol includes an admission con- 
trol algorithm which decides whether a request for 
setting up an IP session to conduct an IP flow over 

40 the network Is to be accepted. 

17. A method according claim 16, wherein the decision 
performed by the admission control algorithm is 
based on available resources of a link between said 

43 link layer and said another apparatus. 

18. A method according to claim 16, wherein the deci- 
sion performed by said admission control algorithm 
is based on an admission control policy defined by 

50 an operator. 

19. A host for use in an Internet Protocol (IP) network 
being capable of applying a predetermined trans- 
mission process to transmission of IP packets of a 

55 particular IP flow, said host comprising: 

an IP session management protocol for setting 
up and releasing sessions in the IP network; 
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an IP layer which performs IP packet forward- 
ing of IP packets from said host; 
a link layer which performs transmission of the 
IP packets from the IP layer over a link to an- 
other apparatus connected to said IP network; 
and 

a Quality of Service (QoS) management proto- 
col disposed between said IP session manage- 
ment protocol and each of said IP layer and said 
link layer, 

wherein said QoS management protocol con- 
figures IP session Information In each of said 
IP and link layers of said host and in each of IP 
and link layers of said another apparatus based 
on IP session management information from 
said IP session management protocol so as to 
identify an IP flow between said host and said 
another apparatus as being a particular IP flow, 
and 

wherelnsaid IP and link layers of said host Iden- 
tify IP packets of a particular IP flow and apply 
the predetermined process to the identified IP 
packets. 

20. A host according to claim 19, wherein said another 
apparatus comprises: 

a QoS management protocol disposed be- 
tween said QoS management protocol of said host 
and each of said IP link layer of said another appa- 
ratus. 



packets of a particular IP flow to which the prede- 
termined transmission is to be applied, and 

wherein said link layer of said host includes 
an IP packet scheduling function for scheduling 
5 transmission of the identified IP packets according 
to the predetermined transmission process. 

25. A host according to claim 22, wherein said IP packet 
classification function identifies IP packets of a par- 

10 ticular IP flow to which the predetermined process 
is to be applied by referring to IP packet filtering In- 
formation stored In an IP packet filtering table. 

26. A host according to claim 23, wherein said IP packet 
classification function identifies IP packets of a par- 
ticular IP flow to which the predetermined process 
is to be applied by referring to IP packet filtering in- 
formation stored in an IP packet filtering table. 

20 27. A host according to claim 24, wherein said IP packet 
classification function identifies IP packets of a par- 
ticular IP flow to which the predetermined process 
is to be applied by referring to IP packet filtering in- 
formation stored In an IP packet filtering table. 

25 

28. A host according to claim 19, further comprising: 
a QoS control Interface disposed between 
said IP session management protocol and said QoS 
management protocol so as to separate their re- 
30 spectlve functions. 



21. A host according to claim 20, wherein said host is 
a wireless terminal and said another apparatus is a 
wireless access point. 

22. A host according to claim 1 9, wherein said IP layer 
of said host includes an IP packet classification 
function which filters IP packets so as to Identify IP 
packets of a particular IP flow to which the prede- 
termined transmission is to be applied, and 

wherein said link layer of said host includes 
an IP packet scheduling function for scheduling 
transmission of the identified IP packets according 
to the predetermined transmission process. 

23. A host according to claim 20, wherein said IP layer 
of said host includes an IP packet classification 
function which filters IP packets so as to Identity IP 
packets of a particular IP flow to which the prede- 
termined transmission is to be applied, and 

wherein said link layer of said host includes 
an IP packet scheduling function for scheduling 
transmission of the identified IP packets according 
to the predetermined transmission process. 

24. A host according to claim 21 , wherein said IP layer 
of said host includes an IP packet classification 
function which filters IP packets so as to Identify IP 



29. A host according to claim 20, further comprising: 

a QoS control Interface disposed between 
said IP session management protocol and said QoS 
35 management protocol so as to separate their re- 
spective functions. 

30. A host according to claim 25, wherein said IP packet 
scheduling function schedules transmission of the 

40 identified IP packets according to QoS class infor- 
mation stored in said IP packet filtering table. 

31 . A h ost according to claims 26 , wh erein said I P p ack- 
et scheduling function schedules transmission of 

45 the identified IP packets according to QoS class in- 
formation stored In said IP packet filtering table. 

32 . A h ost accordl ng to claims 27 , wh erel n said I P p ack- 
et scheduling function schedules transmission of 

50 the identified IP packets according to QoS class in- 
formation stored in said IP packet filtering table. 

33. A host according to claim 19, wherein said QoS 
management protocol and said IP session manage- 

55 ment protocol of said host are integrated into an in- 
tegrated control unit specific to a particular applica- 
tion to be executed in said host. 
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34. A host according to claim 19, wherein said QoS 
management protocol includes an admission con- 
trol algorithm which decides whether a request for 
setting up an IP session to conduct an IP flow over 
the network is to be accepted. 

35. A host according claim 35, wherein the decision 
performed by the admission control algorithm is 
based on available resources of a link between said 
link layer and said another apparatus. 

36. A host according to claim 34, wherein the decision 
performed by said admission control algorithm is 
based on an admission control policy defined by an 
operator. 

37. An apparatus, connectable to an Internet Protocol 
(IP) network, for applying a predetermined trans- 
mission process to transmission of IP packets of a 
particular IP flow, said apparatus comprising: 

an IP layer which performs IP packet forward- 
ing of IP packets from said apparatus; 
a link layer which performs transmission of the 
IP packets from the IP layer over a linkto a host; 
and 

a Quality of Service (QoS) management proto- 
col coupled to each of said IP layer and said 
link layer, 

wherein said QoS management protocol con- 
figures IP session information in each of said 
IP and iink layers based on IP session manage- 
ment information from a QoS management pro- 
tocol of said host so as to identify an IP flow 
between said apparatus and said host as being 
a particular IP flow, and 
wherein said IP and link layers identify IP pack- 
ets of a particular IP flow and apply the prede- 
termined process to the Identified IP packets. 

36. An apparatus according to claim 37, wherein said 
host Is a wireless terminal and said apparatus Is a 
wireless access point. 

39. An apparatus according to claim 37, wherein said 
IP layer includes an IP packet classification function 
which filters IP packets so as to identify IP packets 
of a particular IP fiow to which the predetermined 
transmission is to be applied, and 

wherein said link layer includes an IP packet 
scheduling function for scheduling transmission of 
the identified IP packets according to the predeter- 
mined transmission process. 

40. An apparatus according to claim 38, wherein said 
IP layer induces an IP packet classification function 
which filters IP packets so as to Identify IP packets 
of a particular IP flow to which the predetermined is 



to be applied, and 

wherein said link layer includes an IP packet 
scheduling function for scheduling transmission of 
the identified IP packets according to the predeter- 
5 mined transmission process. 

41 . An apparatus according to claim 39, wherein said 
IP packet classification function Identifies IP pack- 
ets of a particular IP flow to which the predeter- 

10 mined process Is to be applied by referring to IP 
packet filtering information stored in an IP packet 
filtering table. 

42. An apparatus according to claim 40, wherein said 
*s ip packet classification function identifies IP pack- 
ets of a particular IP flow to which the predeter- 
mined process is to be applied by referring to IP 
packet filtering Information stored In an IP packet 
filtering table. 

20 

43. An apparatus according to claim 41 , wherein said 
IP packet scheduling function schedules transmis- 
sion of the Identified IP packets according to QoS 
class Information stored In said iP packet filtering 

25 table. 

44. An apparatus according to claim 42, wherein said 
IP packet scheduling function schedules transmis- 
sion of the identified IP packets according to QoS 

30 class Information stored In said IP packet filtering 
table. 

45. An apparatus according to claim 37, wherein said 
QoS management protocol includes an admission 

35 control algorithm which decides whether a request 
for setting up an IP session to conduct an IP flow 
over the network is to be accepted. 

46. An apparatus according claim 45, wherein the de- 
<o cision performed by the admission control algorithm 

is based on available resources of a link between 
said link layer and said another apparatus. 

47. An apparatus according to claim 45, wherein the de- 
45 cision performed by said admission control algo- 
rithm is based on an admission control policy de- 
fined by an operator. 
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FIG. 7 
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